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Who are we?

• Dutch Internet Standards Platform is the organization behind the test tool Internet.nl 

• Parties from the Internet community and the Dutch government (public / private)



Goal and rational

Goal
“Jointly increase the use of modern Internet standards to make the 
Internet more accessible, safer and more reliable for everyone.”

Rational
“The incentive is necessary because adoption is faltering due to market 
failure and the adoptions of multiple standards in the Netherlands is 
lagging behind various (surrounding) countries.”



Market failure was investigated by the CPB

Causes of market failures: asymmetric information (how to identify 
reliable market partners), coordination failure (how to get safer 
Internet standards adopted), and first-mover disadvantages

More information:

• “Cyber Security Risk Assessment for the Economy”, p.28, CPB together with NCSC-NL 
(https://www.cpb.nl/sites/default/files/omnidownload/CPB-Security-Risk-Assessment-for-the-economy-July2016_3.pdf)

• “Economic aspects of Internet security”, p. 8, 16, 21 CPB (https://www.cpb.nl/sites/default/files/publicaties/download/ad-kox-straathof-
economic-aspects-internet-security.pdf)

https://www.cpb.nl/sites/default/files/omnidownload/CPB-Security-Risk-Assessment-for-the-economy-July2016_3.pdf
https://www.cpb.nl/sites/default/files/publicaties/download/ad-kox-straathof-economic-aspects-internet-security.pdf


Project organization
Internet Standards Platform

Internet.nl

- Internet.nl
- Internet.nl API
- Internet.nl dashboard
- Question center

Meetings

- Platform members
- Secure E-mail Coalition
- API-users

Communication

- External appearances
- Toolbox/How-to’s
- Communication material
- 0-measurement .nl-tld

Steering Committee
Internet.nl

Project team Steering Committee
Secure E-mail Coalition



External
appearances

• Day of the Domain name 2022 (13 Sept, Haarlem)

• GFCE Triple-I Day @INSIG2022 (25 Sept, Hyderabad, India)

• One Conference (18 Okt, The Hague)

• ECP Annual festival (17 Nov, The Hague)

• MESSEU (22 Nov, Lisbon, Portugal) 

• IGF 2022 (30 Nov, Addis Abeba, Ethiopia)



Network: government, business, science, 
international
• University of Amsterdam

• ICANN

• Géant

• Ministry of General Affairs

• Digital Trust Center

• GFCE

• VNG Realisatie

• Global Cyber Alliance

• De Volksbank

• IETF (DMARC Working Group)

• Center for Information Security and Privacy 
Protection (CIP)

• Microsoft

• Privacy by Design (IRMA)

• Open-Xchange (ID4me)

• Cisco

• European Commission (Next Generation
Internet, EU cybersecurity strategy for the 
digital age)

• KPN

• Proofpoint

• Digicy.cloud

• Ministry of Justice and Security (Strategic 
Supplier Management Microsoft, Google Cloud 
and Amazon Web Services Rijk; Directorate-
General for Administration of Justice and Law 
Enforcement (DGRR))

• Soverin

• Freedom Internet

• eco - Verband der Internetwirtschaft e.V.

• Ziggo

• PCextreme

• Delft University of Technology

• Fortinet

• Mimecast

• ABN AMRO

• Certified Senders Alliance

• DK Hostmaster (Sikkerpånettet.dk)

• Barracuda

• Flowmailer

• Netherlands Enterprise Agency (RVO)

• Statistics Netherlands (CBS)

• Dutch Authority for Digital Infrastructure (RDI)

• Netherlands Organization for Applied Scientific 
Research (TNO)

• NEN

• Waag



Promoting modern Internet standards
• IPv6 (modern address)  further growth of internet

• DNSSEC (signed domain)  integrity of domain data

• HTTPS (secure website connection)  web confidentiality

• HTTP security headers+security.txt (security enhacements)

• DMARC+DKIM+SPF (authenticity marks) anti mail spoofing

• STARTTLS+DANE (secure mail server connection) mail confidentiality

• RPKI (routing security)  prevention of route hijacks

In 2022, RPKI has been added in collaboration with NCSC-NL,
and security.txt with DTC.



Internet.nl - single scan version

• Transparency and guidance

• Hall of Fame (web, email, champions)

• Hall of Fame for Hosters

• Our test baseline is based on:
• Internet Standards on the 'comply-or-explain' list of 

the Dutch Standardisation Forum

• Security advices of the Dutch NCSC

• Relevant RFC's of IETF

• Number of tests in 2022: 690,391
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Internet.nl - API and dashboard

• API for bulk testing
• JSON based REST-like API

• More than 3.3M tests a year

• Dashboard (a GUI for the API)
• Tracking changes over time

• Adoption statistics

• Spreadsheet export

"domains": {
"example.nl": {

"status": "ok",
"report": {

"url": "https://batch.internet.nl/mail/example.nl/123/"
},
"scoring": {

"percentage": 100
},
"results": {

"categories": {
"mail_ipv6": {

"verdict": "passed",
"status": "passed"

},
"mail_dnssec": {

"verdict": "passed",
"status": "passed"

},
"mail_auth": {

"verdict": "passed",
"status": "passed"

/api/batch/v2/requests/XXX/results



Internet.nl - API and dashboard

• API for bulk testing
• JSON based REST-like API

• More than 3.3M tests a year

• Dashboard (a GUI for the API)
• Tracking changes over time

• Adoption statistics

• Spreadsheet export

73.91% 95.65% 56.52% 26.09% 95.65% 91.30%

Tls

Secure mail server connection 
(STARTTLS and DANE)

STARTTLS 
available

TLS 
version

Ciphers
(Algorithm selections) Cipher order

Key exchange 
parameters

failed passed warning warning passed passed

failed passed passed passed passed passed

passed passed passed warning passed passed

passed passed passed passed passed passed

failed passed warning warning passed failed

passed passed warning warning passed passed

Passed passed passed passed passed passed

passed passed passed warning passed passed



Internet.nl Toolbox



Code is open source

• All tools are open source (GitHub)
• https://github.com/internetstandards

• Reused by several other countries:
• https://aucheck.com.au/ (Australia)

• https://sikkerpånettet.dk/ (Denmark)

• https://top.nic.br/ (Brazil)

https://github.com/internetstandards
https://aucheck.com.au/
https://sikkerp%C3%A5nettet.dk/
https://top.nic.br/


Future new standards and functionalities

• Expand existing tests (e.g. testing DNSSEC settings)

• Interactive email test

• Test for presence of CAA record (restrict CA)

• RPKI validation in connection test

• Simplify installation (based on Docker)



Statistics Netherlands

• Since 2020, Statistics Netherlands 
has been investigating Internet.nl 
scores of companies annually

• Companies score a lot lower than 
Dutch governmental sites
(65% against 87%)



Modern internet standards
keep our internet open,

free and secure.
Let’s use them!



Questions and contact?

Want Dashboard or API access? 
Non-profit: send an email to question@internet.nl
Others: it will be easy to host an instance yourself soon

Want a t-shirt or a mug for your coffee?
Make sure your domain scores a double 100%
(email + website test) and send an e-mail to
question@internet.nl

Follow us on Mastodon, LinkedIn and/or Twitter!

mailto:question@internet.nl
mailto:question@internet.nl
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