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Bogon Prefixes - Definition

e Martians are private and reserved addresses defined by RFCs

e Traditional bogons include martians and prefixes that have not been allocated
to a regional internet registry (RIR) by the Internet Assigned Numbers Authority
(IANA)

e Fullbogons contain the traditional bogon prefixes, but also include the IP
space allocated to the RIRs, but not yet assigned by them to Local Internet

Registries (LIRs), for both IPv4 and IPv6 [1]
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. IPv4 Martians

e 0.0.0.0/8 # RFC 791 & 1122 "This network”

e 10.0.0.0/8 # RFC 1918 Private-Use

e 100.64.0.0/10 # RFC 6598 Shared Address Space

e 127.0.0.0/8 # RFC 1122 Loopback

e 169.254.0.0/16 # RFC 3927/ Link Local

e 17216.0.0/12 # RFC 1918 Private-Use

o 192.0.2.0/24 # RFC 5737 Documentation (TEST-NET-1)
e 192.88.99.0/24 # RFC 7526 Deprecated (6to4 Relay Anycast)
e 192.168.0.0/16 # RFC 1918 Private-Use

e 198.18.0.0/16 # RFC 2544 Benchmarking

e 198.51.100.0/24 # RFC 5737 Documentation (TEST-NET-2)
e 203.0.113.0/24 # RFC 5737 Documentation (TEST-NET-3)
e 240.0.0.0/4 # RFC 1112 Reserved

Sources: https:/www.iana.org/assignments/iana-ipv4-special-reqistry/iana-ipv4-special-reqgistry.xhtml

https:/bgpfilterguide.ninog.net/
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. IPv6 Martians

o /8 # RFC 3513 and RFC 4291 IPv4-compatible, loopback, et al
e 0100::./64 # RFC 6666 Discard-Only

e 2001:2::/48 # RFC 5180 BMWG

e 2001:10:/28 # RFC 4843 ORCHID

e 2001:db8::/32 # RFC 3849 documentation

e 2002:/16 # RFC 7526 6to4 anycast relay
o ffe:/16 # RFC 3701 old 6bone

e fc00:/7 # RFC 4193 unique local unicast
e fe80:/10 # RFC 4291 link local unicast

e fecO:/10 # RFC 3879 old site local unicast
e ffOO:/8 # RFC 4291 multicast

Sources: https:/www.iana.org/assignments/ipvo-address-space/ipvb-address-space.xhtml

https:/bgpfilterguide.nlnog.net/
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. Bogon ASNs - Definition

e Similarly to prefixes, an ASN should be termed as Bogon if any of the following
conditions is true [3]
o lItisreserved for special use by an RFC
o lItis not part of the block assigned to a RIR by IANA
o [tis not assigned to a LIR by any RIR
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. Reserved and Unallocated ASNs

e O # RFC 7607/

o 23456 # RFC 6793 AS_TRANS

e 64496 - 64511 # RFC 5398 and documentation/example ASNs
e 64512-65534 # RFC 6996 Private ASNs

e 65535 # RFC 7300 Last 16 bit ASN

e 65536 -65551 # RFC 5398 and documentation/example ASNs
e 65552 -131071 # |IANA reserved ASNs

e 151866 -196607 # Unallocated

o 213404 -262143 # Unallocated

o 273821-327679 # Unallocated

o 329728 -393215 # Unallocated

e 401309 -4199999999 # Unallocated

e 4200000000 -4294967294 # RFC 6996 Private ASNs

o 4294967295 # RFC 7300 Last 32 bit ASN

Source: https:/www.iana.org/assignments/as-numbers/as-numbers.xhtml
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. Why we care about Bogons?

e They are usually the result of configuration mistakes
e However, they are also commonly found as the source for various types of misconduct

o source addresses of DDoS attacks
o BGP security events, such as hijacks and route leaks

o other types of nefarious Internet activity
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. Code BGP Monitor

BGP Monitoring Service developed
by Code BGP

e Routing daemon: Bird 2

e Route Reflection (RFC 4456)

e BGP Add-Path (RFC 7911

e 218 full feed peerings (v4 & v6)

e /2 cities, 44 countries, 23
upstreams

€ Code BGP monitors
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https://datatracker.ietf.org/doc/rfc4456/
https://datatracker.ietf.org/doc/rfc7911/
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The Code BGP Platform is configured to monitor

e Fullbogon prefixes (IPv4 and IPv6)
e Bogon ASNs present in AS Paths

SRIEIL IR IEI BGP full feedsfrom il :
: 218 monitors :

Fullbogon +
prefixes Bogon ASNs
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. Methodology

e RIPE NCC publishes daily a CSV file (~683k lines) which contains
the prefixes and ASNs that have been assigned to LIRs, based on
data gathered from all five RIRs (creds to Max Stucci for the info)

e A script checks every hour and downloads this file, identifies all the
entries that are either “available” or “reserved”, and creates two
lists
o Bogon prefixes
o Bogon ASNs

e These two lists are used to update the Bird BGP filters of the Code
BGP Monitor Route Collectors

e The Bogon ASNs and prefixes are forwarded to the Code BGP
Platform via BGP

CSV: https./fip.ripe.net/pub/stats/ripencc/nro-stats/latest/nro-delegated-stats
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ripencc]|

5b92e74d-908f-4643-b09c-91164f9454dd |e-stats

ripencc|

5b92e74d-908f-4643-b09c-91164f9454dd |e-stats

ripencc
ripencc
ripencc
ripencc
ripencc
ripencc
ripencc
ripencc
ripencc

5b92e74d-908f-4643-b09c-911649454dd |e-stats

ripencc
ripencc
ripencc

Example of reserved and available ASNs
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arin|US|ipv4|[198.17.238.0|256|19930125|assigned|1e7e8b26a7f57161a42d988f6clab824 |e-stats
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bb474b75b6f23182ffa56daflcf9ec23
0114454567a6¢c23e60bfd4fec24d1438
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131072|19990301 |[reserved |ietf|iana
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Example of reserved and available prefixes




Do it yourself

e Open source repo which contains:
o Shell script implementing the methodology
o Bird template configuration
o Python script which extracts Bogons from RIPE RIS or RouteViews MRT
dumps
o README with detailed steps

URL.: https./github.com/codebgp/bogons

€ Code BGP

14


https://github.com/codebgp/bogons

Or get access to our Platform

e Go to https://cloud.codebgp.com/

and in the Organisation ID type “bogons”

€ Code BGP Platform

bogons

° .
Slgn Up Enter your organization ID

Go!

e Docs: https:/docs.codebgp.com/

Go to cloud.codebgp.com
Enter ID: bogons

€ Code BGP Platform

Sign Up

jamessmith@example.com
James
Smith

Example Company

Sign Up

¢ Sign up

€ Code BGP
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By using the bogons instance we can:

e Make sure we don't announce or propagate bogon

prefixes
e Make sure we don't use or propagate bogon ASNs

e Figure out who does it and let them know so they fix

their announcements and/or filters

€ Code BGP
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editor | bogons

Overview

p Setup

© Looking Glass

Looking Glass info v

Prefixes Autonomous Systems Peerings Routes RPKI ROAs

B Aap 0 Y
X
™% Integrations FILTERS  RESET
Prefix Origin AS Neighbor AS Al
190.123.9.0/24 278014 270814 3. -
Prefix Origin AS
190.123.8.0/24 278014 270814 3:
190.123.8.0/23 278014 270814 3. Neighbor AS AS Path
2a07:¢340::/32 65042 9009 5;
RP}
Communities All v
> 190.123.9.0/24 278014 270814 Y S
> 190.123.8.0/24 278014 270814 8f .
RS ’ | First Detected Last Update
) 190.123.8.0/23 278014 270814 8t min max min max
> 2001:¢10:ff02::/48 64588 397942 5¢
Apply Filters
> 2a0c:3800:300::/48 204378 4200140000 2
Find ASNS >  95.180.251.0/24 65535 25467 34927 6762 5603 25467 65535 NotFound Apr 12, 2023, 14:03:39




Lefteris M ki
€ Code BGP Platform — Lol e:"assa s SN
itor | bogons

Overview

}?9 Setup

® Looking Glass

B Ar

Looking Glass info v

Autonomous Systems Peerings Routes RPKI ROAs

AS 656351
S} Integrations

Prefix Origin AS Neighbor AS AS Path Update

Name Not found.
217.16.6.0/24 65651 65601 57695 48024 137409 o Ty 2023, 15:1

OUIEYY Not found. R

ro

:00

| 8218 s, wanaidacoc
17.16.12.0/24 65651 65601 57695 48024 137409 { Abuse contact Not found. 2023, 15:12:00

&V LV

More Info P:H‘JE.L:;::atY R
IRR Explorer

Not found.

Cloudflare Radar

217.16.13.0/24 65651 65601 57695 48024 137409 6 204818

16.8.0/24 65651 65601 57695 137409 6461 82

)
o

17.16.9.0/24 65651 65601 57695 137409 6461 82 Apr 24,2023, 1 51

8 204818 65601 635651

17.16.15.0/24 65651 65601 57695 56630 20485 6762 6461 821 Apr 24,2023, 15:11:46

17.16.7.0/24 65651 65601 57695 137409 6461 8218 204818

Apr 24, 2023, 15:11:54

217.16.2.0/24 65651 65601 57695 137409 6461 8218 204818 65601 65651 Invalid Apr 24,2023, 15:11:30

217.16.13.0/24 65651 65601 57695 137409 6461 8218 204818 65601 65651 Invalid Apr 24,2023, 15:11:50

17.16.6.0/24 65651 65601 57695 137409 6461 8218 204818 65601 65651 Invalid Apr 24,2023, 15:11:30

5.228.146.0/24 262773 263523 20473 17819 1221 4637 6461 52320 53087 263523 (2) 262773 Apr 24, 2023, 1

a0

o

o

Why bogon?

17.16.4.0/24 65651 65601 57695 56630 20485 6762 6461 8218 204818 65601 6565 Apr 24,2023, 15:11:46



S  RIPEstat

Enter an IP address/prefix, ASN, country code or FQDN
Launchpad

Search and Explore

Saved

Abuse Contact @

Atlas Check
Unknown to RIPE NCC

Historical WHOIS

AS Name ®
Geo Check

ASG65651
Registration Check
--MISSING--

Reverse DNS Consistency

AS Prefix Count (1))

Routing Check

AS65651 has 0 IPv4 Prefixes and O |IPv6 Prefixes

Routing Consistency

RPKI| Check

Maxmind Geo Map

!

MaxMind can find NO LOCATION for 65651

RIPE Atlas Targets ©)

Why bogon?

Found O records for AS65651

Allocation History

AS Neighbours ©)

!

Q65651 X
Relative “\) Absolute [ Latest % 0% OQ QO

@ — Announced Prefixes

!

Records were found in IANA AS65651 has 0 prefixes

AS Path Length

Unique ASNs: 0 AS65651 has a median average path length of O

IPv4: 0 left

Oright Ouncertain

IPve: Oleft Oright O uncertain

® <

AS65552-AS131071 is reserved

BGP Update Activity

No data available.

RIPE Atlas Probes

Found O records for AS65651

Query only available for larger timeframes

RIR Stats Country

The location of AS65651 is UNKNOWN

RIR Registration
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editor | bogons

Overview

ﬁ Setup

© Looking Glass

B api

a} Integrations FILTERS RESET
Network Origin AS

Looking Glass info v

Prefixes Autonomous Systems Peerings

2805:f10:f12::/48 262182

Origin AS

2803:6606:4000::/48
2620:a0:e0::/48 1127 Mask Length

2805:f10:f13::/48 262182

Data Sources (#) Data Sources (%)
2800:5e00:ffff::/48

min

2¢c0f:f590::/32

Apply Filters
2801:11.d800::/48 254455

2801:c4:38::/48

2803:6606:4000::/34

Find Prefixes [Sa&




Next steps

e Conduct a measurement study for the bogon phaenomenon that could result
in a publication
o Try to correlate bogon data with DDoS attacks, BGP hijacks and other

security related events

e Seek funding to develop a methodology and automation that will periodically

inform people about their misconfigured BGP filters

e Goal: Internet with less bogons
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