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IP geolocation

• IP geolocation is needed on various occasions 
• To respect country regulations 
• To provide localized content 
• To optimize latencies 
• Troubleshooting 
• Research
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What’s the problem?

•  The lack of… 
• Central repo 

• RIRs are not (and don’t want to be) geolocation providers 
• There are several datasets offered by geolocation providers 
• Content providers/CDN have their own fork/enrichments 

• Common strategy 
• Geolocation data can be derived/guessed in several ways whois, rdns, latency 
• Whois geographic hints are a total mess! 

• Authoritative data 
• How can I change my IP geolocation? 

• If the geolocation is wrong you have to contact many organizations
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Geographic hints in whois

• The geoloc attribute is supported by RIPE and APNIC. It allows to 
associate latitude and longitude coordinates to single inetnums. 

• The country attribute in inetnums is supported by APNIC, LACNIC 
and RIPE. In all the three it has different or not specified meanings. 
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How often does it happen?

• Only in NANOG mailing list 241 emails related to 
geolocation problems since September 2019
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What we want?

• A way to get control on IP 
geolocation 

• We need to be authoritative for this 
information 

•A way to be flexible 
• From prefixes to single IP 
• From country to city 

•Easy to maintain 
• Something like… editing a file 
• No emails!
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The solution
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RFC9092

• RFC9092 gives to the network operators the power to 
control the geolocation of their IP resources by linking 
geofeed files in whois 

• This allows geolocation databases and content providers 
to automatically discover the geofeed files and to import 
them from a format they are already familiar with 

• and to to validate them!
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How does it work

1. Create a CSV file with the prefixes/IPs you want to correct/geolocate 
• Each entry like: 204.141.120.0/22,US,US-VA,Ashburn, 

2. Publish that CSV file somewhere, possibly over https 

3. Add a remark/comment to the related inetnum/NetRange 
• “Geofeed https://your/file.csv" 
• Multiple inetnum can point to the same geofeed file
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Example of Geofeed file
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Add remarks in the RIPE database
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Result
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Don’t forget the link!
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A utility to set up geofeed files

• Available at https://packetvis.com/geofeed (not an NTT service) 
• It simplifies the entire process
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PacketVis Geofeed Tool - Location
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PacketVis Geofeed Tool - Inetnum
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PacketVis Geofeed Tool - Inetnum validation
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PacketVis Geofeed Tool - Current status
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Adoption
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https://geolocatemuch.com

mailto:massimo@ntt.net


Massimo Candela | massimo@ntt.net | @webrobotics

Test your geofeed
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More info
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Recap

• Utility to set up and test a geofeed easily: 
• https://packetvis.com 

• To check adoption numbers, test, and read more info 
• https://geolocatemuch.com/ 

• RFC9092 
• https://datatracker.ietf.org/doc/html/rfc9092 
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