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Size of FCSE/UKIM

« University of Ss Ciryl and Methodius (UKIM) — Skopje,
biggest University in North Macedonia

 Faculty of Computer Science and Engineering (FCSE) —
Biggest Faculty with 5000+ active students

« Our systems are Electronically First

« We run our own Data Center (Both UKIM & FCSE one DC
each)

« We run IXP.mk
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Size of FCSE/UKIM Network

« UKIM — announces one /19 (at least /24 for each Faculty)
o Internet access — 2 x 10Gbit from GEANT

« Peering @ IXP.mk — 10 Gbit

« Backup internet via FCSE (cold backup)

 Limited set of services hosted

« FCSE — announces 4 x /24 from UKIM /19 & 4 x /24 directly

o Internet access — 1 x 10Gbir from UKIM, 1 x 1 Gbit from ISP #1, 1
X 10 Gbit from ISP#2 (was not active)

« Peering @ IXP.mk — 10 Gbit

« Hosting: UKIM wide systems (student records system, LMS, etc.),

—~CSE services (Including our own LMS + Video platform), ccTLD

for .mk, National health system, Ministry of education systems,...
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Attack history

o Lot of IP space, many different user types (Faculty, Students,
Governmental, Research) — attacks are daily/weekly usually
handled but IPS/FW or Manual NOC intervention

« DDOS protection from GEANT for traffic coming from that Uplink

. In the last 10+ years nothing serious — generally we said: “We are
not interesting target so this will not happen to US”
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Attack #1 — June 2022

« FCSE LMS (based on Moodle) gets attacked several times a day
at the end of the semester;

« Semester was still fully online (because of Covid19)

o Attacks are usually UDP lasting 10-15 minutes — the network
survives but Faculty Computer Center (me included) feels
uncomfortable and starts to prepare in case things get worse

« Semester ends in second week of June — upcoming exam week
and then full month of exams
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Attack #2 — June/July 2022

« FCSE LMS (based on Moodle) gets attacked several times a day
at the end of the semester;

« FCSE LMS for exams (based on Moodle) gets attacked several
times a day at the end of the semester,;

« FCSE website gets attacked several times a day at the end of the
semester;

« Exams are fully online (because of Covid19)

o Attacks are usually UDP lasting 30-59 minutes — the network
starts to brake since Uplink between UKIM/MARNET (which was
1 Ghit gets filled up)

« FCC makes some network changes making most of the services
for exams to be available only via IXP.mk

« We need to improve visibility in order to locate the problem faster
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Attack #3 — August 2022

« FCSE LMS (based on Moodle) gets attacked several times a day
at the end of the semester;

« FCSE LMS for exams (based on Moodle) gets attacked several
times a day at the end of the semester,;

« FCSE website gets attacked several times a day at the end of the
semester;

« We see random targets attacked

« Exams are fully online (because of Covid19)
o Attacks are usually UDP lasting 30-120 minutes — the network
brakes, FCC enters “panick mode”
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Attack #3 — August 2022 (2)

« We start to improve visibility based on Netflow (we reinstalled
Ntopng, installed Fastnetmon)

« We got GEANT OC on board

« We had to limit outside traffic

o Traffic levels are doubled every attack

« GEANT OC switched the DDOS protection to "always on mode”

. Attacks are developing (not only usual UDP volumetric)

We have detectsd 2 DOOS attack event affecting your
netwock which we automatically started 1o scrub (unless the “Event Type below 15 *Ended*”). All the mformation pertaining to it can be found below:

Event type: Attack details

Triggered detection methoas: UDP

Attack 1D: 6581

Attack signature: (protocol 17 AND source 103,132
destination 185.15348.10/32) OR {protocol 17 AND source 103,145.0.0/18 AND destination 185.153.43.10/

ource 103.147.6,109/32 AND destination 185.153.48.10/32 AND destination-port =80) OR (protocol 17 AND source 103.176.0.0/13 AND

AND destination 185.153.48.10/32) OR (protocol 17 AND source 45.192.0.8/10 AND destination 185,153.48.10/32
156.224/27 AND destinstion 185.153.48.10/32} OR {protocol 17 AND source 196.00.0/6 AND destination

1.0/4 AND destmation
AND destination

'6 AND destination

5 AND destination 18515 132) OR (protacol 17

0.0/10 AND destination 185 153.48.10/32) CR (protocol 17 AND =
(protocol 17 AND source 64.0.0
32 AND destiration 185,153.48,10/32 AND destiration-poet «80) OR (protecol 17 AND source 45,115
col 17 AND sowse 128.00.0/2 AND destination 185,153.48,10/32) OR {protecol 17 AND sowrce 45.153.165.118/32 AND destination 185,153,458 10/32 AND destination-port =80} OR (pretocol 17 AND source 20
1L0.0/8 AND cestination 185153481 OR (protocol 17 AND source 451433059/
/3 AND destination 185,153.48,10/32) OR {protocol 17 AND source 100.36.238.42/32 AND destination 185.15348.10
'8 AND destination 185,153,438, ) OR {protocol 17 AND source 101.00.0/10 AND destination 18515348 10/
/32) OR {protocel 17 AND source 102.145.247.18/37 AND destination 185.153.48.10/22 AND destination-port «B0) OR {protocol 17 AND source 103.189.205.42/32 AND destinstion 185.153.48. AND
9.74/32 AND destmation 185.153.48,10/32 AND destmation-port =80} OR (protocol 17 AND source 23.128.0.0/10 AND destination 185.15348.10/32) OR (protocol 17 AND source 104.0.00/5 A
128.0/17 AND destination 185.153.48.10/32 AND destination-port =80) OR (protocot 17 AND source 112.0.0.0/4 AND destination 185.153.48.10/32) OR (grotocot 17 AND source 46.00.0/7 AND
destination 185.153 48 10/32) OR [protocol 17 AND source 45.65.135.226/32 AND destination 185,153.43.10/32) OR (protocol 17 AND source 103.1280.0/13 AND destination 185,152.48.10/32) OR {protocol 17 AND source 24.0.0.0/5 AND destination
185,153.45,10/32) OR {protacel 17 AND source 103.1 /12 AND gestination 185.15348.10/32) OR (protoco! 17 AND source 45126252 32 ANL nation 185,153 48.10/32 AND destination-port =30) OR (protooot 17 AND source 102.144.0.0/16 AND
dastingtion 185.15348.10/32) OR (protocal 17 AND <ource 45137963 AND destination 185,153 48.10/32 AND destination-poit =80) OR {protocol 17 AND source 200.0.0.0/5 AND destination 185,153.48.10/32) OR (protocol 17 AND source 98.175.87.2 2
AND destination 185.153.43,10/32) OR {protocol 17 AND source 100.6.67.52/32 AND destination 185.153.48.10/32 AND destination-port =80) OR (protocol 17 AND source 102.0.0.0/8 AND destination 185,153 48.10/32) OR (protocol 17 AND source
101.968.176.0/2% AND destination 185,153.48.10/32) OR (protocol 17 AND source 96 )T AND destination 185.153.48.10/32) OR (protocol 17 AND ce 30.0.0/15 AND destination 185.153.4810/3 R (protocod 17 AND source 45.153.50.137/32 AND
destination 18515348 10/32 AND destination-port «80) OR [protocol 17 AND source 45.0.0.0/11 AND desting 185,153.40.10/32 AND destination R (protocol 17 AND source 103147 246.54/76 AND destination 185.153.48.10/22 AND destination-
R (protocol 17 AND source 103.1480.0/14 AND destination 18515348 10/32) OR {protocol 17 AND source 45.65.232.139/32 AND destination 1851534810, AND source 45.12868.16/28 AND destinaticn
185.% L 1( ND destinatson-port =80) OR {protocol 17 AND source 10378622 AND gestination 185.153.48.1 ND source 101.79 ) gestination-part =80) OR (protocol 17 AND
source 36.000/7 AND cgestination 185.15348 10/32) OR tocol 17 AND source 101,964 ND destination 18515348 10,3 7 AND source 32.0.0,0/6 AND destination 185.153.48.10/32) OR (protocol 17 AND sowrce 103.147.218,34/22 AND

OR (protocol 17 AND source 457618718
185.153.48.1( OR (protox
185.% OR (protecol 17 ANC source

105 O

1851 OR {protocol 17 AND source 103.00.0,

17 AND source 12.00

185 8. ) CR {protocol 17 AND sourc
AND source 101.255.0.0/16 AND destination 1
destination-port =80) OR (protocal 17 AND zource 39.
tination 185.153.48.10/32) OR {pratocal 17 AND source 103

et
por

n

OR (protocol 1

destination 185.15348.1 ND destination-port =80) OR (pro i 17 AND source 101.75.158.2/32 AND destination 185,153.48.10/32 AND destination-port (protocol 17 AND source 103.145 0/19 AND destination 18515348 [protocol 17
AND source 45,127,134.27/32 AND cestination 185,152.48.10/32 AND destination-port =80) OR (protocol 17 AND source 194.0.0.0/7 AND destination 185,153 48 ) OR {protocal 17 AND source 239.152.00/14 AND destination 185,153.48.10/32) CR {protecol

-

ol 17 AND scurce 103.184.0.0/74 AND destination 185.153.48,10/32) OR {protocol 17 AND source 43, 2 AND destination 185,153 48.10/32 AND destination-port =80) CR

2] OR (prozocol 17 AND source 45.80 2 AND destination 185.15 30} OR (protacol 17 AND source 45.70.00/15 AND destination 185,153.48.10/32) OR
{protocol 17 AND source 103,145, 180.67/32 AND destination 185.153.48,10/32 AND destination-port «B0) OR (protocol 17 AND source 48.0.0.0/4 AND destination 185,153.48.10/32) OR [protocel 17 AND source 152.0.0.0/8 AND destination 185,153 48 312 AND
destination-port =30) OR (protocot 17 AND source 45.146.0,0/15 AND destination 185.153.48.10/32 AND destination-port =80) OR (protocat 17 AND source 45,160.0.0/11 AND destination 185,153,48.10/32) CR (protocal 17 AND source 8.242.0.0/15 AND
destination 185.15348.10/32) OR {proto 17 AND source 45,127.121.182/32 AND destination 185.153.48 32 AND destination-port =80)

17 AND source 80.0.0/10 AND destination 185.153.48.10/32) OR (prot
{protocol 17 AND source 103.152.0.0/13 AND dectination 185.15348.1

Mitigation status: Auto-mitigation sesected by the custamer Rl PE
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Attack #3 — August 2022 (3)

« We hear rumors that students may be involved

« We move services to a /24 for better control and analysis and we make them “angry” as
exams continue

« The attacker hits us hard (above 50 Ghit)

Top Dest IP/CIDR by Average bits/s
. El . A §
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Attack #3 — August 2022 (4)

« The cat/mouse game starts

« We create direct links for Netflow from Core routers for analysis

« We drop non needed traffic on the GEANT routers in SOF and VIE

. The Student enrollment system for UKIM gets attacked

. They start to “Carpet bomb” the whole IP range

« We see a large botnet in place (so students involvement is partially possible)

r----l--..m

Segment: DST MARnet {submets: )

Time: 2022.05-18 @7:27:48 . 2022.88-13 10:31:43 UTC

Evant Type: Ended

Triggered detection sethods: UDP, TCP (flag SYN, ACK), All, I0W

Atrack ID: 6591

Attack sigrature: {protocol 1 AND sowrce 112.8.8.0/4 MMD destiration 194,149.137.138/32) OR (protocol 17 AND scurce 191.51.224.0/28 AND destimation 194,149.137,138/32 AMD destiration-port ~80) OR (protocol © AND source 185.8.0.0/14 AMD destiration 194,149,135,138/32) OR (protocol 17 AMD
source 204.9.0.8/6 AND cestination 185.153.48,108/32) OR (protocol 17 AND sounce 189,201 192.8/21 AND destination 154.149,137,199/52 AND destination-port <83} OR {protocol 17 AND source 173.208.192.#/18 AD destination 194,129, 137.133/32 AND destination-port «88) (M (protocol 1 AND
source 181.0.0.9/9 AND cestination 154.143.137.160/32) OR (protocol 17 AND sourca 51.128.9.8/9 AND cestination 154.149.137.199/12 AND destination-port ~23) OR (protocol 17 AND source 217.1€8.0.9/11 AND cestination 194.149.137.138/32 AND destination-port «80) Of {protocol 17 AND source
167.114.4.72/32 AND destination 194.149.137,138/32 MO destination-port =88) OR (protecol 1 AND scurce 1.28.8.8/16 MDD dastination 194.145.137.138/32) OR (protocel 37 AMD source 293.192.8.6/11 AD destination 185.153.48.18/32) R (protocol 17 MDD source 64.9.0.8/3 AND destination
194,14%9,137.130/32 AND destination-port =B@) OR (protocol 17 AND source 196.750.0,8/15 AD destinetion 194,149.137.139/32 OND destinetion-port =88) DR (protocol 1| AND source 18.08.9.8/7 AND destinetion 19.149,.137,138/32) OR (protocol 1 AND source 36.8.8.8/6 AND destirstion
194,149,137.160/32) OR (protocol 17 A0 source 202.9.0.8/8 AND destinatior 185.153.48,19/32) OR (protocol 6 AND source 8.8.8.8/4 M0 destination 194,149.137.168/32) O (protocol 1 AMD source 164.0.0.8/5 4D destination 194,149,135.13/32) OR (protocol 1 AND source 10.0.8.9/7 AND
destination 194.129,137.160/32) OR (protocol 17 AWD source 128.0.9.0/2 AND destination 185.153,468,10/32) OR {protocol 17 AND scunce 208.0.0.0/4 D destination 185.153.48.10/32) OR (protocol & AMD source 24.9.8.8/5 AN destination 194,149.137,1468/32) CR (protocol 17 AND source
137.74.95.81/52 AND destination 194.149.157,138/32 A0 destination.port «~8@) Ok (protocol 17 AND scurce 183.151.64.0/18 AND destination 194.129.157.130/32 AMD destination.port =28) OR (protocol 1 AHD sowrce 128.8.08.0/2 AMD destiration 194,149.155.158/32) OR (protocol & AMD source
64.9.8.8/2 MDD destination 134.149.137.168/32) OR (protocol & AND source 16.0.0.8/6 AND destination 194.143.137.168/32) OR {protocol 17 AND source 144.8.0.8/8 AND destination 1S54.149.137.130/32 AND dostination-port =28) OR {protocol 1 AND scunce 5.8.8.8/2 ND destination
194.149.137.138/32) O (protocel 17 AND source 782.64.9.8/18 MD destination 194.149,137.133/32 AND destinatian-port =B2) UR (protocel 1 AND source 192.8.0.9/3 AND destination 154.149.137,160/32) OR {protocol 1 AND scurce 1.108.128.9/17 AND destination 3154.149.137,160/32) OR (protocol 1
A0 source 64.9.9.8/3 MWD destination 194,149,137,.139/32) O/ (protocol 17 AD source 199.0.9.0/8 AND destinatlion 154.149,137.138/32 AND destinstion-port =88) OR (protocol 17 AND source 287,128.9.9/18 AND destination 194,149,137, 130/32 AND destination-port =80) OR (protocol 6 AND scurce
20.9.8.6/8 40 destination 194,149,135.138/32) OR (protocol 1 AN source 101.166.9.8/15 A0 destinstion 194,149,137.138/32) OR (protocol 6 AND source 128.9.0.8/2 AND destination 194.149,137.166/32) OR (protocol 17 AND source 194.0.0.8/0 AND destination 194,189,137,138/32 AND
destination-port ~#8) O (protocol & AND source 128.9.0.0/3 A0 destination 19£,129.135.130/32) (R (protocol 17 AND soorce 9.0.0.9/1 AND destination 194,149.137,.199/32) OR (protocol 17 AND source 134.0.0.9/8 AND destination 194,149.137.199/32 20 destiration-port =80) OK (protocol & AMD
source 160.0.9.8/4 AND destination 194.149.115.110/32) OR {protocol 1 AND sounce 54.2.0.0/3 AND destination 194.149.135.138/32) OR {(protocol & AND source 184.128.8.9/10 AMD destination 194,149.135.138/12) OR (protocol 1 AND source 191.8.2.2/10 20 destination 194,149 137.138/32) OR
(protocol 17 AB source 183.227.144.97/32 AND destination 194.149.137.195/32 A0 destination-port =E8) OR (protocol 17 AND source 192.192.0.0/18 AND destinacion 194.149.137.130/32 AD destinstion-port =20) OR (protocol 17 AND source 129.8.0.8/3 AMD destination 194.149.137.138/32 AD
destination-port ~88) OR (protocel 1 AND source 102.9.9.8/7 AND destination 134,14%,135.3130/32) OR (protocol 17 AND source 152,0.9.9/3 AND destination 194.149.137,195/32) OR (protocol 17 AND source 181,.96.129.8/22 AND Sestination 194,149,137,1308/32 AND destinution-port =80) OR {protocol
17 AND scurce 135,125,233,248/32 AND destination 194,149,137,336/32 AND destination-port =88) OR {protocol 17 KD source 192,185.178.183/32 A destination 194,149.337.138/32 MWD destination-port =88) DR (protocol 1 AND source 1,0.0.9/13 AND destinaticn 19%4.149,135.139,/32) OR (protocal
17 AND source 135,181,132.177/32 MWD destination 19¢.149,137.130/32 AND destination-port =83) OR (protocol 1 ARD source 45,7.135.174/32 AWD destination 194.189,137.168/32) OR (protocol 6 AND source 32,0.0.0/3 AND destinstion 194.149.137.160/32) OR (protocol 17 AND sowrce 192,99.55.22/32
A0 destination 194,149.137.130/32 AND destinaticn-port «08) OR (protocol 17 AMD source 176.0.0.8/4 A0 destination 194.149,137.1%/32 AND destination-port «~88) OR (protocol 6 AND source 48.0.0.0/4 AND destination 194.1£9,.135,.130/32) OR {protocol 17 AND source 139.0.0.0/8 AND
destination 194.145.137.130/32 AND destination.port «88) OR (protocol 17 AND source 183,.131.184.8/23 AD destination 194,149 117.130/32 ARD destinaticn-port =B8) OR (protocol € AND source 216.0.9.8/5 AND destination 194.1489.135.110/32) (R (protocol & AND source 184.2.9.0/9 AND
destination 194.149,135,.130/32) OR (protocel I ARD source 48.0.0.9/4 AND destination 154.149.135.130/37) OR (protocal 6 AND sowrce 24.B.2.8/5 AMD destination 194,149.135.138/32) 08 (protocel 17 AND ccur<e 195.202,128.9/17 AND destination 154.3149.137.130/32 AD destination-port =E9) OR
(protocol 17 AD source 203,128,.2,.0/10 A destination 185,153.48.10/32) OR (protocol 6 AD source 36.0.9.0/6 AND destination 154,149,135,138/32) OR (protocol 17 AND source 104.2.9.8/5 AND destination 194.149,137,138/32 M0 destination-port =80) OR (protocol 17 AND sowrce 192.2.8.8/5
20 destiration 185,153.48,.19/32} OR (protocol 6 A0 source 392.9.9.8/3 AND destination 19¢,149,137.168/32) OR (protocol 17 AND source 207.192,0.8/12 AND destination 194.149,137,130/32 AND destination-port =88) OR (protocol 1 AND source 184.0.9.0/5 AND destination 194.149.137.139/32) OR
(protocol 1 AND source 112.0.0.8/6 AND destination 19£,149,137.160/32) OA (protocol 17 AMD source 135.181.134,56/32 AND destiration 194,149.137.138/32 AD destination-port ~82) OR (protocol 17 SN0 source 195.281.9.76/32 AND destimotion 194,149,.137.138/32 D destination-port =88) OR
(protocol 1 AND source $.0.0.4/8 A0 destination 198.149.135.130/32) ON (protocol 6 AND source 2)3.0.0.0/8 AND destinmation 194,.149.137.168/32) OR (protocol 1 AND source 128.0.0.0/2 2AN0 destination 194,149.137.138/32) OA (protocol 1 AND source 1.20.0.8/16 A destination
194.145.135.139732) OR (protocol 17 AND source 181.95.128.8/22 AD destination 134.135.137.193/32 AND destlination-port «88) OR (protocol 17 AD source 38.43.77.12/12 AD destination 194.145.137.193/32 AND destination-port -88) OR (protacel 17 AND source 49.2.82.8/20 AND destination
194,149, 137.193/32 AKD destination-port =BA) OR (protocal 1| AMD source 18.8.0.9/7 AND destination 154.149.135.138/12) OR (protocol 1 AND source 1.20.8.0/16 AND destination 194.349.137.168/32) OR (protecel 17 AND source 15.192.0.8/18 AMD destinatlon 194.349.137.138/32 AD destination-
port =88) OR (protoccl 17 A0 scurce 193.0.0,0/8 AD destination 194,149,137.130/32 AND destination-port =88) O/ (protocol 17 AND source 189.26.80,55/37 AD destination 194,149,137.199/32 AND destination-port =B8) OR (protocol 1 AND source 1,10.128,8/17 AND destination
194,149,135.138/32) OR (protocol 1 A source 49,.0.9.0/5 AND destination 194,.149,.135,138/32) OR (protocol 17 AND source 198,89.91.0/24 AND destination 194.149,137,199/32 AND destimstion-port =83) OR (protocol 6 AND source 40.0.0.0/5 AND destiration 194,149.135,138/32) OR (protocol 17
A0 source 210.87.250.107/32 AND destination 194,149.137,199/32 20 destination-port «88) OR (protocol 6 AND source 9.0.8.0/4 D destination 194,149,135.139/32) O (protocol 17 A source 192.288.0.0/12 20 destination 194,149,137.199/32 ARD destination-port =~B8) O/ (protocol 17 A0
source 192.99.1.6/32 AND destination 1946.149,137.1%3/752 AND destination-port «88) Of {protocol 17 AND source 181.200.8.8/15 AN destinaticn 194.149,.137.13/32 ARD destination-port <83} OR {(protocol 1 AND source 16.0.0.9/4 AND destination 194.149.135.138/32) OR {(protocol 17 AND scurce
93.126.64.8/19 AND destimation 154.149.137.199/32 AD destination-port =82) OF (protecol 1 AND source 192.8.8.8/3 AD destination 134.145.137.132/32) OR (protocol I AND source 48.9.9.9/6 AND destinatico 154.149.137.1608/32) CR (protocol 17 AND source 195.9€.1.153/32 AD destinaticon
194.145.137.139/32 AND Sestinatlon-port «B3) OR (protocol 17 AND source 128.0.0.9/2 AND Gestinatlon 194.149.137.199732) OR (protocol 1 AND source 104.9.8.9/5 AND destination 154.149.137.160/32) OR (protocol 17 AND scurce 191.192.0.0/11 AND destination 194.149.137,199/32 A0
destination-port =86) OR (protocel 6 AMD source 34.09.0.8/8 AND destination 194.149,135.130/32) OR (protocol 17 AND scurce 200,.0.0.0/7 AND destinstion 185,153,48,10/32) OR (protocol 1 AND scurce 2.188.192.0/18 AND destination 194,149.135,138/32) OR (protocol 17 AND scurce 112,8.0.9/4 AN
destination 192,149,137,.130/32 AND destination-port =83) OR (protocol 6 AND source 23.0.0.0/8 AND destinstion 194,.149.135,138/32) OR {protocol 17 AND scurce 208.8,0.0/5 AND destiration 194,149.137.130/32 &0 destiration-port =82) OR (protocol 17 2MD scurce @.9.8,8/1 A0 destinstion
192.149,1317.13/32) OR (protocol 17 AD source 16.9.0.0/2 AND cdestination 154.149,137,130/32 AND destinstion-port ~83) OR (protocol & AND soource 64.8.8.9/2 AND destimstion 194,149.135,130/32) Of (protocol 17 AND source 169.8.0.0/6 AND destinmation 194,149,137.138/32 A0 destinatico-port
~58) OR (protocol 17 AND source 135.121.9.2/17 ARD destination 194.149.137.130/32 AND destination-port «83) OR (protocol & AND source 176.8.0.0/5 AND cestination 194.149.135.138/32) OR (protocol 1 AND scwrce 112.8.0.0/4 AND destination 194.149.135.138/32) O (protocol 17 AMD source
43.224.8.8/14 AMD destinatlon 194,149.137.199/32 AD destination-port =88) OR (protecel 1 AND source 101.8.8.8/8 AD destinatlion 134.1459.135.133/32) 0R (protocel 17 AND source 284.12.252.122/32 AND destination 194.345.137.138/32 AMD destination-port =B88) OR (protocel 17 AND source
195.207.28.146/32 AND destination 154.149.137.130/37 A0 destination-port =28) OR (pretocol 17 AND scurce 1083.8.0.0/9 AND destinetion 194.349.137.138/32 ND destination-port =80) OR (protocol 1 AND scurce 120.8.8.8/5 AND destination 194.149.137.168/32) OR (protoccl & AND source
35.128,0.8/9 AN destinstion 194,149,135,138/32) 08 (protocol 17 AMD source 192.9.0,0/3 MO destination 194,149.137.139/32) OR (protocol 17 MO source 169.62.81,64/29 AD destination 194,149.137.138/32 AD destination-port ~88) 08 (protocol & AMD source 70.9.0.0/8 AND destination
19£,149,137,168/32) OR (protocol 17 AD source 51.210.9.8/16 A destination 185.153,45.10/32 AND destination-port =58) OR (protocol 1 AND source 48.8.0.0/4 MND destination 194,149.137,168/32) OR (protocol 1 44D source 192.0.8.9/3 20 destination 194,14%.135.138/32) 08 (protocol 1 AN
source 64.0.0.0/3 AND destination 194.149,137,168/32) OR (protocol 1 AND source 1.4,128.0/17 AND destination 194.149.137,130/32) OR (protocol & AND source 17.8.8.8/8 A0 destination 194,14%,135.130/32) OR (protocol 17 AMD source $4.36.19.34/12 A0 destinetion 194,149,137.199/32 A0
destination.port «88) O (protocol 17 AND source 20).2.0.8/8 A0 destination 192,149 137.130/32 AND destination.-port «88) O (protocol 17 AND source 158.27.79.57/32 AD dectination 198,149 337.133/32 AND destination.port «~88) OR (protocol 17 AND source 125.0.2.8/2 AND destination
194.149,.137,138/32) O (protocol 17 AD source 342.4.95.81/32 MWD destination 134,14%,.137.138/32 AD destinatlcn-port =BB) OR (protocol 6 AND source 1B5.0.9.8/13 AND destination 194.149.135.138/32) OR (protocol 1 AND source 1.10.128.8/17 AND cestinatioe I94.149.137.118/32) OR (protocol
17 AND scurce 9.9.8.0/1 D destination 185,153.43.18/32) OR (protocol 17 ND source 172.95.8,0/16 MD destlnation 194,149,137.138/32 AND destinaticn-port =83) OR (protocol 1 AND source 118.0.0.9/77 AND destination 154.149.137.160/32) OR (protocol 1 AND source 102.8.9.9/7 AND destimation
194,149,137.168/32) Of (protocol 17 AND source 32.0.9.08/3 AND destinotion 194,149,137.130/32 AND destinmstion-port =88) OR (prototol 1 AKD source 36,8,8.0/6 AND destirstion 194,149.135,138/32) OR (protocol 17 AND source 74,.192,8.9/11 M0 destinstion 194,149,.137,199/32 AD destination-
port =88) OR (protocol 17 AND source 91.188,.24,8/22 A0 destiration 194,149,137,199/32 AD destinstion-port =38) (& (protocol 1 A0 source 1.9.0.0/13 A0 destinotion 194,149,137,160/32) Of (protocol 17 AND source 179.249.176.0/20 AN destiration 194,149,137.199/32 AND destination-port
«5)) Oh (protocol 1 AND sounce 182,0.0.9/7 AND destination 194.149.137.138/32) OR {protocol 17 AND scurce 135,148 34 184732 AND destination 19£,149,117.130/32 AND destination-port «89) O (protocal 17 AND source 195.74.115.138/32 A0 destination 194,149.137.1358/32 ARD destination.part
«83) OR (protocol 1 AND source 45.122.0.8/9 AND destination 194.149.137.168/32) OR (protocol 17 AND source 41.75.244.@/22 AND destination 185%5.153.48.10/32 AND destisation-port -29) OR (protocol 17 AND scurce 203.8.8.9/9 AMD destimation 185.153.45.18/32) OR (orotocol 17 AMD source
120.42.80.0/20 AMD dastimation 194.149.137.193/32 ND destination-port =88) OR (pretocol 1 AMD source 156.8.8.8/4 ND destination 13£.145,.137.1387/32) OR (protocel 17 AND source 93.122.168.0/22 A destination 194,145.137.193/32 AND destinatice-port =88) OR (protocel 1 AD scurce
45.9.8,8/7 D destination 194,149,137.150/32) OR (protocol 37 AND source 210.9.9.8/10 AND destination 194,149,137.199/32 AND destinatice-port =83} OR (protocol 17 ND source 197.256.9.8/17 ND destination 194,149,137.199/32 AND destinatice-port =88) 0R (protocol 17 AND source
192.99,11.195/32 AND destinstion 194,149.137,130/32 M0 destirstion-port =88) OR (protocol 1| AMD scurce 128.2.8.0/2 AND destirotion 194,14%,.137,168/32) OR (protocol 17 MMD source 216.0.8,8/8 A0 destination 194,149,137.130/32 AND destination-port =883 OR (protocol 17 AND source
218.0.8.0/7 A0 destination 194,149,137.138/32 AND destination-port =88) OR (protocol 1 AND source 32.0.0.8/3 AND cestination 194.1£9.137.138/32) OR (protocol 17 AND source 211,20.8.8/15 AND destinotion 194.1£9,137,199/32 AND destimation-port =80} OR (protocol 17 AND source

110.49,144 9725 AND destination 185.155.48.18/32 AD destination.port »88) OR (protocol 17 AMD source 211.36,193.255/32 AND destination 164.149.137.195/37 AMD destination-port «80) OR (protocol 17 AND scurce €.8.0.0/S5 20 destination 194,149.137.138/32 A0 destination-port ~88) 08
(orotecol 1 AND source 1.9.9.9/14 AND destination 194.189.137.130/32)

Mitigation status: duto-mitigation selected hy the custossr
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Attack #3 — August 2022 (5)

. Lets collect data about machines attacking us, but make services available

. We move important services to new /24 which is IXP.mk only, our users are in .mk and
all operators in MK have peering with us

« We drop volumetric (UDP: 53, 80, 123) at GEANT but still monitor all else

« We see more TCP advanced flooding
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Attack #3 — August 2022 (6)

. Lets collect data about machines attacking us, but make services available
« MEMCACHE enters the arena
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Attack #3 — August 2022 (7)

= 4l ot

« Volumes are over the top... R e

Aggregate - MARNET - egress

2022-08-25 08:45
= Historical Totak 7 days back: 20.41 Gbits/s
Total: 0.08 Gbits/s

RIPE
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Attack #3 — August 2022 (8)

. Battle stations

Total by Average bits/!
g8 ‘ Y
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Attack #3 — August 2022 (8)

« We decide and announce to move exams back in the classrooms/labs
« We create some volumetric rules

MName * Match ] Then = Status v Expires Actions

MARNET_ATTACK_SMPFLO DstAddr  185.153.48.10/32 discard [ ACTIVE | 2022-09-18 Edit
Src Addr  0.0.0.0/0

MARNET2_VCLO02 DstAddr  194.149.137.199/32 discard [ ACTIVE | 2022-09-18 Edit
Src Addr  0.0.0.0/0

MARNET_6_8ISUQE DstAddr  194.149.137.138/32 discard [ ACTIVE | 2022-09-19 |E:it ||
SrcAddr  0.0.0.0/0

Protocols  udp
DstPorts 20

MARNET_9_UD4ITS DstAddr  194.148.137.231/32 discard [ ACTIVE | 2022-09-19 |En._ ||
Src Addr  0.0.0.0/0

Protocols  udp
DstPorts 30

MARnet_194-149-137-131_NJTKI4 DstAddr  194.149.137.131/32 discard [ ACTIVE | 2022-09-20 |E:it||
Src Addr  0.0.0.0/0

Protocols  udp
SrcPorts 11211

RIPE
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Post analysis

We survived ©

We collected botnet data and shared with all important parties
We saw serious capability from infected machines

We worked with partners (Microsoft, Google, AWS, GEANT
OC, Other security organizations) to notify owners of infection
We are (re)building our network

Vladislav Bidikov, FCSE, UKIM, Macedonia, SEE8
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Network upgrades

« More powerful routers for FCSE

« GEANT Network upgrade — 2 x 100Gb

o Total visibility (we will monitor Netflow with several options and try to
correlate)

« BGP black hole (looking into options)

« Onsite DDOS filter/scrubber for “high profile targets”

« More upstream capacity and diversity

« We have a big list of tools/products we are analyzing one by one and see
which has best value for money

« Need some fast network transport system (we have some fiber, we do not
have the right technology like CDWM/DWDM for speeds faster than 10G

« Make IXP.mk even more useful for local ISP

RIPE || |
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Connect with us — www.ixp.mk

Questions?

vladislav.bidikov@finki.ukim.mk “:H="’E
@bidikov



