
1. Appropriate level of security
2. Products to be delivered without known vulnerability
3. Based on the risk and where applicable:

• Security by default
• Protection from unauthorised access
• Confidentiality and integrity of data, commands and programs
• Minimisation of data
• Availability of essential functions
• Minimise own negative impact on other devices
• Limit attack surfaces
• Reduce impact of an incident
• Record and monitor security relevant events
• Enable adequate security updates

Product-related essential requirements


